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Introduction

Picks is a skill-based sports app built around player performance and fixed outcomes.
Users express conviction by selecting More or Less on clearly defined player metrics and
combining them into lineups.

Scope

Repository: getpicks/public-contracts
Audited Commit: e606a3b379ceba86cl135e5378b4226b97671017
Final Commit: 9c519ce9246713ca98bd4088190dcc70e63aal5?
Files:

» src/ComboMachine.sol

 src/CreditToken.sol

 src/CreditTokenVault.sol

» src/EventMarketRegistry.sol

» src/FlexComboMachine.sol

» src/HotContest.sol

» src/HotTreasury.sol

« src/IEventMarketRegistry.sol

Final Commit Hash
9¢c519¢ce9246713ca98bd4088190dcc70eé63aals?

Findings
Each issue has an assigned severity:

« High issues are directly exploitable security vulnerabilities that need to be fixed.

« Medium issues are security vulnerabilities that may not be directly exploitable or
may require certain conditions in order to be exploited. All major issues should be
addressed.

« Low/Info issues are non-exploitable, informational findings that do not pose a
security risk or impact the system’s integrity. These issues are typically cosmetic or
related to compliance requirements, and are not considered a priority for
remediation.


https://github.com/getpicks/public-contracts/tree/9c519ce9246713ca98bd4088190dcc70e63aa159
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Issue H-1: Credit Token Bets Refund Real USDC In-
stead of Credit Tokens [RESOLVED]

Summary

When a user cancels a bet placed with credit tokens, the system incorrectly refunds
them with real treasury tokens like USDC. This allows users to extract real value from
promotional or worthless credit tokens.

Vulnerability Detail

The withdrawBetFunds function in both machine contracts calculates the refund size
but uniformly calls THotTreasury.drain(). The drain() function in HotContest.sol is
hardcoded to natively transfer COIN_ADDRESS (real tokens) and lacks a mechanism to
return CREDIT_TOKEN_ADDRESS. Consequently, cancelling a credit bet actively converts the
user's credit balance into an equivalent real stablecoin transfer.

Impact

Treasury will loose real tokens when bets with promotional tokens are cancelled.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811
390fe3abéd952989b957e8fadbl37/public-contracts/src/HotContest.sol#L137-L176

Tool Used

Manual Review

Recommendation

Refund with credit tokens when bets with credit tokens are cancelled.


https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/HotContest.sol#L137-L176
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/HotContest.sol#L137-L176

Issue M-1: Drain limit logic based on real-time bal-
ance [RESOLVED]

Summary

The drain checks use the treasury's real-time balance causing the effective limit to
decrease with each drain or to increase with each deposit. This creates order-dependent
behavior where the total allowed daily drain varies based on withdrawal sequencing.

Vulnerability Detail

Global daily and Per-user PNL drain limits are recalculated using the current balance
which decreases after each drain:

uint256 balance = IERC20(COIN_ADDRESS) .balanceOf (address(this));
uint256 bps_limit = balance * c.max_pnl_bps / BPS_DENOMINATOR;

uint2566 daily_limit = balance * c.max_daily_drain_bps / BPS_DENOMINATOR;

Example Scenario with daily limit:
Assume:
» Treasury balance: 1,000 USDC
e max_daily_drain_bps: 1,000 (10%)
Scenario A - Single drain succeeds:
1. Drain 100 USDC
e daily limit = 1,000 x 10% = 100

* today_drain = 100
o Result: ¥ Success (100 [X 100)
Scenario B - Split drains revert:

1. First drain of 50 USDC

° daily_limit 1,000 x 10% = 100
e today_drain = 50
» Balance after drain: 950 USDC
e Result: 1 Success

2. Second drain of 50 USDC

e daily_limit = 950 x 10% = 95 (recalculated with reduced balance!)



e today_drain = 100 (cumulative)
» Result: 1 Reverts (100 > 95)

Similar issues occur with Per-user PNL drain limits and also withdraw function's daily cap.

Impact

Drainable amount depends on transaction ordering and batching of drain and deposit.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/HotContest.sol#L141-L168

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/HotContest.sol#L198-L204

Tool Used

Manual Review

Recommendation

Recommend to introduce the CircuitBreaker logic of Flying Tulip contest:
https://audits.sherlock.xyz/contests/1223

Discussion

bytesbay

The new implementation introduced in https://github.com/getpicks/public-contracts/c
ommit/39f67f7e3d2918d217f201aed86027aa2391497a should fix this issue , but will also
consider the implementation you referred to.

bytesbay

We introduced a daily_balance_snapshot that captures coin_balance on the first drain or
withdraw of each calendar day. All BPS cap calculations for that day use this fixed
snapshot, making limits fully order-independent. Additionally, we switched from balance
0f () to aninternally tracked coin_balance to prevent donation attacks from inflating the
snapshot.


https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/HotContest.sol#L141-L168
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/HotContest.sol#L141-L168
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/HotContest.sol#L198-L204
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/HotContest.sol#L198-L204
https://audits.sherlock.xyz/contests/1223
https://github.com/getpicks/public-contracts/commit/39f67f7e3d2918d917f901aed86027aa2391497a
https://github.com/getpicks/public-contracts/commit/39f67f7e3d2918d917f901aed86027aa2391497a

Issue M-2: Credit tokens not burned when bets are
seized [RESOLVED]

Summary

When a compliance officer seizes a bet that was placed with credit tokens (token_type =
1), the credit tokens are never burned from the treasury. Credits should always be burned
when a bet is finalized (whether won, lost, or seized). This inconsistency causes
unintended inflation of the credit token supply.

Vulnerability Detail

In ComboMachine.sol and FlexComboMachine.sol, when bets are settled via settleBet (),
credit tokens are properly burned regardless of win/loss outcome (lines 782-784):

if (bet.token_type == 1) {
IHotTreasury (hot_treasury_address) .burnCredit(bet.bet_size) ;

}

However, when a compliance officer seizes a bet via enforceBetStatus () by setting
status to STATUS _SEIZED, no such burn occurs. The seized credit tokens remain in the
treasury indefinitely, never to be burned. Since seized bets can never transition to any
other status (it's a terminal state), these credits will never be processed through the
normal settlement flow.

Impact

Over time, seized credit tokens accumulate in the treasury without being burned,
artificially inflating the effective circulating supply of credit tokens.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/ComboMachine.sol#L948-L953

Same issue exists in FlexComboMachine.sol at lines 945-950.

Tool Used

Manual Review


https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/ComboMachine.sol#L948-L953
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/ComboMachine.sol#L948-L953

Recommendation

Burn credit tokens when seizing bets, consistent with the settlement logic:

} else if (new_status == STATUS_SEIZED) {

if (bet.status != STATUS_ACTIVE && bet.status != STATUS_FROZEN) revert
<, BetNotActive();

bet.status = STATUS_SEIZED;

// Burn credit tokens to maintain tokenomics
if (bet.token_type == 1) {
IHotTreasury (hot_treasury_address) .burnCredit (bet.bet_size);

¥

// Regular tokens stay in treasury as protocol revenue

emit BetSeized(bet.owner, bet_id);



Issue M-3: Cancellations Fail to Burn Credit Token
Fees [RESOLVED]

Summary

When users cancel bets placed with credit tokens, the cancellation fee is successfully
deducted but is never burned. This leaves dead credit tokens permanently accumulated
within the treasury contract, artificially inflating the active supply.

Vulnerability Detail

During bet cancellations via the _cancelBet function, the protocol calculates a fee (bet.b
et_size * cancel fee bps / 10000) and subtracts it from the refund amount. While
keeping the fee in the treasury works for real tokens, the protocol fails to call HotContest.
burnCredit () when token_type == 1 (credit tokens). Consequently, these retained credit
tokens become permanently trapped in the HotContest contract rather than correctly
exiting circulation.

Impact

Retaining unburned credit tokens permanently traps useless balances inside the HotCont
est contract, inflating the total circulating supply and breaking fundamental credit
tokenomics.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811
390fe3abéd952989b957e8fadbl37/public-contracts/src/ComboMachine.sol#L212-1.921

Tool Used

Manual Review

Recommendation

Add specific logic to burn deducted fees for credit tokens during cancellations.


https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/ComboMachine.sol#L912-L921
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/ComboMachine.sol#L912-L921

Issue L-1: Missing withdrawal mechanism for credi
tToken in HotContest contract [RESOLVED]

Vulnerability Detail

There is no withdrawal mechanism for creditToken in the HotContest contract.

The current implementation of ComboMachine does not accurately track creditToken. For
example, when the ComplianceOfficer changes a bet status to STATUS_SEIZED, the seized
funds remain in the treasury.

This means the creditToken held in the treasury must be managed by the owner - either
burned or withdrawn. While the burnCredit function exists for burning tokens, there is no
mechanism in place for withdrawals.

Impact

Inability to withdraw creditToken from HotContest contract.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/HotContest.sol

Tool Used

Manual Review

Recommendation

Introduce withdrawal mechanism for creditToken like withdraw and withdrawEth function.
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https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/HotContest.sol
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/HotContest.sol

Issue L-2: Missing typehashes for distribution func-
tions [RESOLVED]

Summary

ComboMachine and other contracts use typehashes (SETTLE_BET_ TYPEHASH, BATCH_SETTLE B
ET_TYPEHASH, etc.) for several functions but in CreditTokenVault contract, single
distribute and batch distribute signature doesn't use typehashes.

function _verifyAndIncrementNonce (

) internal {
uint256 nonce = distributor_nonce;

bytes32 message_hash = keccak256(
abi.encode(block.chainid, address(this), recipient, amount,
— idempotency_key, nonce)

)
}

function _verifyBatchSignature(

) internal view {
bytes32 message_hash = keccak256(
abi.encode(block.chainid, address(this), recipients, amounts,
< idempotency_keys, nonce)

)

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/CreditTokenVault.sol#L129-L131

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/CreditTokenVault.sol#L173-L175

Tool Used

Manual Review

1


https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/CreditTokenVault.sol#L129-L131
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/CreditTokenVault.sol#L129-L131
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/CreditTokenVault.sol#L173-L175
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/CreditTokenVault.sol#L173-L175

Recommendation

Add DISTRIBUTE TYPEHASH and BATCH_DISTRIBUTE_TYPEHASH for consistency and clearer
separation of functions.
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Issue L-3: Missing validation for cancel_fee_bps [RE-
SOLVED]

Summary

ComboMachine.updateConfiguration function never validates whether new_cancel fee bp
s exceed 100% and only check if it is type (uint16) .max:

function updateConfiguration(
address new_automated_authority_address,
address new_hot_treasury_address,
uint128 new_min_bet_size,
uint128 new_max_bet_size,
uintl16 new_cancel_fee_bps

) external onlyOwner {

// Update cancel fee if provided (type(uintl6).max = skip)
if (new_cancel_fee_bps != type(uintl6) .max) {
cancel_fee_bps = new_cancel_fee_bps;

}

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/ComboMachine.sol#L1032-L1035

Tool Used

Manual Review

Recommendation
Require that the fee is less than or equal to 100%:

if (new_cancel_fee_bps > 10000) revert;

Or skip processing if it exceeds 100%:

if (new_cancel_fee_bps <= 10000) {
cancel_fee_bps = new_cancel_fee_bps;

}

13


https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/ComboMachine.sol#L1032-L1035
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/ComboMachine.sol#L1032-L1035

Issue L-4: Missing validation for new_min_settlemen
t_ts [RESOLVED]

Summary

EventMarketRegistry.updateEventMarket function never validates whether new_min_sett
lement_ts is later the current timestamp:

function updateEventMarket (

bytesl2 event_market_id,

uint40 new_min_settlement_ts,

uint256 signature_deadline,

bytes calldata automated_authority_signature
) external whenNotPaused {

event_markets[event_market id] .min_settlement ts = new_min_settlement ts;

emit EventMarketUpdated(event market_id, new_min_settlement_ts);

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/publi
c-contracts/src/EventMarketRegistry.sol#L250

Tool Used

Manual Review

Recommendation
Require new_min_settlement ts to be greater than current timestamp:

+ if (new_min_settlement_ts <= block.timestamp) revert InvalidInput();
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https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/EventMarketRegistry.sol#L250
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/main/public-contracts/src/EventMarketRegistry.sol#L250

Issue L-5: Unreachable Code and Wasted Gas in _w
indowSum Loop [RESOLVED]

Summary

The loop computing the rolling 14-day PNL sum contains an if (today < i) break;
condition that is virtually impossible to trigger. Removing this dead code path saves
bytecode size and reduces execution gas overhead during drains.

Vulnerability Detail

Inthe windowSum internal function of HotContest.sol, the loop iterates from O to
WINDOW_DAYS. The check if (today < i) break; is only evaluated as actual true if
today (which represents block.timestamp / 1 days) is less than 14. Given that UNIX
timestamps have been counting since 1970, today is currently upwards of 20,000, making
this condition structurally impossible to hit inside any deployed environment.

Impact

The unnecessary check introduces wasted branching logic that costs small amounts of
gas upon every single treasury drain() calculation.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811
390fe3abéd?252989b957e8fadb137/public-contracts/src/HotContest.sol#L322-L325

Tool Used

Manual Review

Recommendation

Remove the if (today < i) break; statement entirely to streamline the loop's
execution.
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https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/HotContest.sol#L322-L325
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/HotContest.sol#L322-L325

Issue L-6: Useless approve() Function Callable De-
spite Whitelist-Only Allowances [RESOLVED]

Summary

The inherently inherited approve () function remains openly callable in CreditToken,
despite the contract completely overriding allowance and transferFrom logic to operate
exclusively on an administrative whitelist.

Vulnerability Detail

In CreditToken.sol, the standard ERC20 allowance() and transferFrom() functions have
been heavily overridden. Only explicitly whitelisted addresses can initiate a transferFro
m(), and allowance () identically grants type (uint256) .max rigidly depending on that
same whitelisted_addresses mapping. Because the base typical approve () logic from
Oz's ERC20 remains untouched, users can technically call approve () to manipulate
native mappings without triggering any actual effect on authorization operations,
meaning transactions actively waste gas for a defunct state mutation.

Impact

The issue induces user confusion and wastes computational gas, as users attempting to
interact with the token may assume normal ERC20 approval behavior works when it is
completely disabled by overriding.

Code Snippet

https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811
390fe3abéd952989b957e8fadbl137/public-contracts/src/CreditToken.sol#L72-L77

Tool Used

Manual Review
Recommendation

Override approve () to permanently revert (e.g., revert(”"Not required”)) to definitively
block dummy transactions and save gas for unknowledgeable integrations.
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https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/CreditToken.sol#L72-L77
https://github.com/sherlock-audit/2026-03-autopilot-mar-23rd-2026/blob/f5f4c99c811390fe3ab6d952989b957e8fadb137/public-contracts/src/CreditToken.sol#L72-L77

Disclaimers

Sherlock does not provide guarantees nor warranties relating to the security of the
project.

Usage of all smart contract software is at the respective users’ sole risk and is the users’
responsibility.
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